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(54) Wireless local area network with plural RF ports 



(57) A wireless local area networl< Is provided with 
simplified RF ports which are configured to provide low- 
er level media access control functions. Higher level me- 
dia access control functions are provided In a cell con- 



troller, which may service one or more RF ports. Mobile 
units can also be configured with the higher leve! media 
access control functions being performed In a host proc- 
essor 
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Description 

BACKGROUND OF INVENTION 

[0001 ] This invention relates to wireless data commu- 
nications networks, and In particular to arrangements for 
communications between mobile data handling units 
and a central computer using wireless data communi- 
cations. 

[0002] The assignee of the present Invention supplies 
a wireless data communications system known as the 
Spectrum 24 System, which follows the radio data com- 
munications protocol of IEEE Standard 802.11. In the 
system as implemented, mobile units are in data com- 
munication with a centra! computer through access 
points. The access points may communicate with a cen- 
tral computer or computers over a wired network. Each 
of the mobile units associates itself with one of the ac- 
cess points. The access points In this system are func- 
tional to perform all the implemented requirements of 
the standard protocol, including, association and roam- 
ing functions, packet formulation and parsing, packet 
fragmentation and reassembly encryption and system 
access control. In order to maintain order and reduce 
radio communications each access point must deter- 
mine which of the data communications received over 
the wired network from the central computer is destined 
for a mobile unit associated with that particular access 
point. This requirement adds significant computational 
capacity to the access point, increasing the cost thereof. 
[0003] In addition, in applications that must support a 
high volume of data communications from multiple us- 
ers, such as systems supporting a self-sen/ice shopping 
system, hospital systems, systems that include paging 
or voice data links to many users, or systems supporting 
communicating with electronic shelf labels, additional 
access points are required to support the data commu- 
nications traffic, increasing the overall system cost. 
[0004] The cost of an operational access point is de- 
pendent not only on the complexity thereof and the re- 
quirement for high speed processing of data pockets for 
purposes of selecting those destined for mobile units as- 
sociated with an access point, but the additional cost of 
the installation of electrical power to the location of the 
access point, and the cost of a power supply to convert 
AC electncal power to DC power for the circuits of the 
access point. Further cost may be Involved In physically 
mounting the access point hardware and antenna. 
[0005] In prior systems each access point is connect- 
ed on an Ethernet wired network to the central computer. 
The access points are required to detemnlne the identity 
of mobile units which have become associated with 
them and to extract from the data packets on the ether- 
net network those packets addressed to a mobile unit 
associated with the access point. This requirement has 
led to significant processing burden for the access 
points and led to Increased cost for the access points. 
[0006] In the system described in my prior published 



International Patent Application WO 099 37047, pub- 
lished July 22, 1 999, the central computer communi- 
cates over an Ethemet wired network with an intelligent 
switching hub. Alternately a token ring network can be 

5 used. The switching hub detemnines the destination of 
each packet and routes packets to an access point if the 
destination of the packet is a mobile unit associated with 
the access point. To achieve this function, the hub is an 
intelligent hub which maintains a routing list of mobile 

10 units and their associated access point according to the 
port of the hub. 

[0007] In practice, the hub need only maintain a 
source list for those access points connected to the hub 
and mobile units associated with the access points con- 

15 nected to the hub. Thus, if a packet is received at a hub 
over the ethemet with a destination address which is not 
associated with that hub, the packet is ignored. The hub 
will route the packet to an access point only If the des- 
tination address of the packet is identified on the list. 

20 When a packet Is received on a hub port associated with 
a communications line connected to an access point, 
the source address is associated with the hub port In the 
list. The packet Is routed either to the ethemet connec- 
tion or to another port according to the destination ad- 

25 dress. 

[0008] By detenmlnlng destination address in the hub 
and maintaining the association of a mobile unit address 
with an access point connected to a port of the hub in a 
routing list of the hub, the functionality required of the 

30 access points is grieatly reduced. The access point acts 
merely as a conduit sending RF transmissions of pack- 
ets received on its communication line, and receiving 
transmissions from associated mobile units and provid- 
ing ethemet packets to the hub. In addition, the access 

35 point must provide mobile unit association functions and 
other 802. 11 protocol functions, as provided in the Spec- 
trum 24 system, and may also provide proxy polling re- 
sponses for associated mobile units that are in power 
saving mode. 

40 [0009] The prior system may have a large number of 
access points, each with a memory containing program 
instructions for canying out the various required func- 
tions. This distribution of processing makes it diffteult to 
upgrade a system or to provide changes in system con- 

^5 figuration because any upgrade or change may require 
changes to the program code in each of the access 
points. Such distribution of processing functions also 
makes system mangagement functions, such as load 
balancing or access control more difficult. 

50 [0010] It is therefore an object of the present invention 
to provide an improved wireless data communications 
methods and systems having lower cost, to enable the 
economical provision of reliable wireless data comhiu- 
nications with increased capacity in complex installa- 

55 tions or at reasonable cost or simple installations. 
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SUMMARY OF THE INVENTION 

[0011 J In accordance with the invention there is pro- 
vided a systenn for providing wireless data comnnunica- 
trons between mobile units and a wired network. The 
system includes a plurality of RF ports having at least 
one data interface and arranged to receive fomiatted 
data signals at the data interface and transmit conre- 
spending RF data signals and arranged to receive RF 
data signals and provide corresponding fomiatted data 
signal. There is also provided at least one cell controller, 
arranged to receive data signals from the wired networl^ 
and to provide fomiatted data signals con^esponding 
thereto and to receive formatted data signals and to pro- 
vide data signals corresponding thereto to the wired net- 
work, the ceil controller controls association of mobile 
units with one of the RF ports, provides fomiatted data 
signals for said mobile units to an associated RF port 
and receives fomiatted data signals from the mobile unit 
from the associated RF port. 

[0012] In accordance with the invention there is pro- 
vided an improvement in a wireless data communica- 
tions network coupled to a data processing system, hav- 
ing a plurality of RF ports and mobile units, wherein the 
mobile units associate with one of the RF data commu- 
nications ports to conduct data communications with 
said data processing system. The mobile units are as- 
signed to one of the RF ports by a cell controller, and 
the ceil controller Is arranged to receive first data com- 
munications from the data processing system and to re- 
lay the data communications to an assigned RF port and 
to receive second data communications from the RF 
ports and relay the second data communications to the 
data processing system. 

[0013] In accordance with the invention there is pro- 
vided a method for operating a wireless local area net- 
work having at least one RF port, a plurality of mobile 
units and a cell controller coupled to the RF port. The 
RFport is operated to relay signals received from mobile 
units to the cell controller and to relay signals received 
from the cell controller to the mobile units. The cell con- 
troller is operated to control association of the mobile 
units with the RF port, including sending and receiving 
association signals between the RF port and the cell 
controller, and to send messages to and from the mobile 
unit via the RF ports. 

[0014] In accordance with the invention there is pro- 
vided an Improvement in a mobile unit for use in a wire- 
less data communications system, wherein the unit has 
a data processor and programs for the data processor 
and a wireless network adapter having a programmed 
processor and a radio module. The programmed proc- 
essor perfomns first communications processor func- 
tions including control of the radio module and the data 
processor operates under the programs to perform sec- 
ond communications processor functions, including as- 
sociation with a radio access location oif the wireless da- 
ta communteations system. 



[0015] According to the invention there is provided an 
improvement in a wireless data communications system 
for providing data communications following a standard- 
ized protocol, wherein the protocol includes association 

5 of mobile units with radio access locations. At least one 
RF port is provided at a radio access location, which RF 
port comprises a radio module and an RF port processor 
in data communications with a programmed computer. 
The RF port processor perfomns first functions of the 

10 standardized protocol and the programmed computer 
performs second functions of the standardized protocol, 
including the association of mobile units with said radio 
access location. 

[001 6] According to the invention there is provided an 

IS RF port for use in a wireless data communications sys- 
tem comprising a radio module having a data interface 
and a transmitter/receiver for wireless data communica- 
tions; and a digital signal processor having first and sec- 
ond data communications ports, random access mem- 

20 ory and read-only memoiy. The second data communi- 
cations port Is coupled to the data interface of said radio 
module. The read-only memory Is provided with a boot- 
loader program for controlling the digital signal proces- 
sor to load program Instructions to the random access 

25 memory via the first communications port. 

[0017] According to the invention there is provided a 
method for operating an RF port having a radio module, 
a digital processor, random access memory and read- 
only memory. A bootloader program is stored In the 

30 read-only memory. The digital processor is operated to 
download instructions from a computer to the random 
access memory using the bootloader program and the 
RF port is operated under the downloaded instructions 
to send and receive messages using the radio module. 

35 [0018] According to the invention there is provided a 
method for transmitting signals having a wireless signal 
format using an RF port having a wired network inter- 
face, a data processor and an RF module. Signals are 
provided to the wired network interface having wireless 

40 address data and message data within a data packet 
addressed to the RF port using a protocol for the wired 
network. The processor is operated to provide wireless 
data signals having the wireless signal fomnat for the ad- 
dress data and the message data to said RF module 

45 and operating the RF module is operated to transmit the 
wireless data signals as an RF signal modulated with 
the wireless signal fomnat. 

[001 9] According to the invention there Is provided a 
method for transmitting signals having a wireless signal 

50 format using an RF port having an Ethernet interface, a 
data processor and an RF module. An ethernet data 
packet is provided to the ethemet intertace, the ethernet 
data packet encapsulating as data a data message hav- 
ing the wireless signal fonnat. The data processor is op- 

55 erated to provide the data message to the RF module. 
The RF module is operated to transmit the data mes- 
sage as an RF signal. 

[0020] According to the invention there Is provided a 
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method for receiving signals having a wireless signal 
format including wireless address data and message 
data at an RF port having a wired network interface, a 
data processor and an RF module. The RF module is 
operated to receive RF signals having the wireless sig- 
nal fornnat. The data processor is operated to receive 
wireless data signals from the RF module and provide 
data signals to the wired network interface comprising 
a data packet having a source address con^esponding 
to the RF port using a protocol for the wired network, the 
data packet including the wireless address data and the 
message data. 

[0021] According to the invention there is provided a 
method for receiving RF message signals having a wire- 
less signal format Including an address data fomnat and 
message data using an RF port having an ethernet in- 
terface, a data processor and an RF module. The RF 
message signals are received in the RF module and pro- 
vided as data signals to the data processor. The data 
processor is operated to interpret address data in the 
data signals and, in dependence on the address data, 
said message data and said address data is encapsu- 
lated in an Ethernet packet, which is provided to the Eth- 
ernet Interface. 

[0022] In accordance with the invention there is pro- 
vided a simplified wireless local area network system 
including a computer having a data processor and a 
memory, an RF port having an RF port data processor, 
an RF module and a data communications Interface 
coupled to the computer. A first program is provided in 
the memory of the computer for operating the computer 
data processor to perfomi first wireless data communi- 
cations functions, including association with mobile 
units. A second program is provided for operating the 
RF port data processorto perfonn second wireless data 
communications functions. 

[0023] According to the invention there is provided a 
wireless access device for providing wireless access to 
a communication system. The device Includes a modem 
for sending and receiving data messages on the com- 
munications system and an RF port, having a data in- 
terface coupled to the modem, a data processor and an 
RF module. The data is programmed to receive data 
messages from the modem, to fomnat the messages for 
wireless data communications and to provide the for- 
matted messages to the RF module for transmission by 
RF data signals to at least one remote station, and to 
receive RF data signals from the at least one remote 
station, and to provide data messages to the modem to 
be sent on the communications system. 
[0024] According to the invention there Is provided a 
method for providing wireless access to the Intemet. A 
modem having a data communications Interface con- 
nected to an RF port is connected to the Internet. The 
RF port is configured for wireless data communication 
to at least one mobile unit having a predetennined wire- 
less communications address. A mobile unit configured 
with the predetennined wireless communications ad- 



dress is provided for conducting RF data communica- 
tions with the RF port. The RF port is arranged to relay 
communications between the mobile unit and the mo- 
dem. 

5 [0025] The apparatus and methods of the present In- 
vention provide RF ports as radio access locations 
which are less expensive than known access points and 
provide greater system management and flexibility. 
Much of the software used for controlling communica- 
tions to and from mobile units is perfomied in a controller 
wherein software upgrades and changes are easily im- 
plemented. According to some embodiments, wherein 
instructions are downloaded to RF ports, it becomes 
easy to upgrade RF port instructions. System control Is 
centralized, making management easier and enabling 
changes to access control and encryption functions. Pri- 
ority for traffic purposes can also be established to fa- 
cilitate digital telephony by giving priority to voice traffic. 
Accordingly, a system is provided that has significant 
flexibility using common RF port hardware to provide a 
wireless LAN having from one to hundreds of radio ac- 
cess locations. 

[0026] For a better understanding of the present in- 
vention, together with other and further embodiments 
thereof, reference Is made to the following description, 
taken in conjunction with the accompanying drawings, 
and its scope will be pointed out in the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] 

Rgure 1 is a block diagram of a wireless communi- 
cations system in accordance with the present in- 
vention. 

Figure 2 is a block diagram illustrating one example 
of a mobile unit arranged to be used in the system 
of Figure 1 . 

Figure 3 Is a block diagram illustrating one example 
of an RF port for the system of Figure 1 . 
Figure 4 is a more detailed block diagram of a pre- 
ferred embodiment of an RF port in accordance with 
the invention. 

Rgure 5 is a block diagram of an an^angement of a 
computer and RF port for providing a simplified 
wireless local area network according to the present 
invention. 

Figure 6 Is a block diagram of an arrangement for 
providing wireless access to the Intemet using the 
RF port of the present invention. 
Figure 7 is a diagram showing signal fomiat accord- 
ing to one embodiment of the invention. 

DESCRIPTION OF THE INVENTION 

[0028] Referring to Figure 1 , there is shown an exam- 
ple of a wireless data communications system 10 ac- 
cording to the present invention for providing data com- 
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municatlons between a central computer or a collection 
of computers on a wired network 16 and a plurality of 
mobile units 20. While prior systems used access points 
at each radio access location, where the access points 
are capable of managing wireless communications with 
mobile units, the system of Figure 1 uses simplified RF 
ports 18 at each radio access location to provide radio 
packet communications with the mobile units 20 using 
a wireless communications protocol, such as IEEE 
Standard 802.1 1 . whereby the radio modules in the mo- 
bile units 20 monitor polling signals from the RF ports 
18, which are originated by the cell controllers 14 and 
associate with an RF port 1 8 for purposes of data com- 
munications. The system arrangement of Figure 1 is es- 
pecially effective in a large wireless local area networic 
(LAN) system wherein it may be necessary to provide a 
large number of radio access locations. Typically such 
systems, operating at low power microwave frequen- 
cies, require radio access locations at about every 1 00 
feet. Where the wireless LAN system must operate with 
mobile units, for example, portable computers or similar 
devices, located throughout a large facility, such as a 
business, hospital complex or university campus, many 
such radio access locations may be required, possibly 
several hundred. Accordingly there is an incentive to re- 
duce the cost of the installation at each radio access 
location. According to the present invention the system 
configuration and operation are redesigned to reduce 
the cost of each individual radio access point. In addi- 
tion, the system of the present invention provides a con- 
centration of operational control in one or more central 
controllers 14, making management of the system eas- 
ier and making modifications and upgrades easier to in- 
stall.. 

[0029] According to the invention, much of the func- 
tionality of the 802.11 protocol associated with the con- 
ventional access point, is removed from the device lo- 
cated at the radio access location and provided in a cell 
controller 14, which may be located In conjunction with 
a switching hub 12, connected to the wired networt( 16, 
with which the wireless networi< 1 0 is associated. In par- 
ticular the usual "access point" device is replaced with 
a simpler device 18, herein referred to as an "RF port" 
which contains the RF module, which may be the same 
RF module used in the prior art access point, and sim- 
plified digital circuits to perform only a limited portion of 
the 802.11 media access control (MAC) functions per- 
f onned by the prior art access point. In particular the RF 
port 1 8 preferably perf omns only functions of the access 
point that require a lower level of processing resources 
in tenns of processor capacity and software complexity 
(memory requirement), and which are time critical. Oth- 
er functions that are more processor Intensive and re- 
quire more complex programming, and which are not 
time critical, are relegated to one or more "cell control- 
lers" 14, which may perfomri these more complex func- 
tions for a plurality of RF ports 18. 
[0030] The terni "RFport" Is Intended to be Interpreted 



as comprising circuitry with an antenna. In particular, it 
is intended to represent any means to couple a wireless 
air channel to a wired media and/or vice versa. More 
particularly a port could be, at the minimum, an antenna 
5 and ISO physical layer circuitry (L e. RF modulator/de- 
modulator). 

[0031 ] In order to perfonm the higher level processing 
functions of the access point in the cell controller 14, 
according to the present invention, all messages direct- 

10 ed to or from mobile units 20 associated with a particular 
port 18 are processed in a cell controller 14. A system 
may have one or more cell controllers, which may com- 
prise, e. g. Pentium® -type board level computers, each 
of which is arranged an programmed to handle data 

IS message traffic and mobile unit associations for a se- 
lected plurality of RF ports 18. A switching hub 12 may 
be interposed to provide message switching among the 
wired networi< connected to communications line 1 6, RF 
ports 1 8 and cell controllers 1 4. Each of the one or more 

20 cell controllers 1 4 acts as a virtual "access point" fortraf- 
flc addressed to its associated RF ports 18 and to the 
mobile units 20 associated with those RF ports. When 
a message is addressed to a mobile unit 20 Is received 
on line 1 6, switching hub 12 directs the message to the 

25 appropriate cell controller 1 4, which refomiats the mes- 
sage and relays the message to the appropriate RF port 
1 8, again through switching hub 1 2. When the message 
is received by an RF port 1 8, it is converted to a radio 
message and sent to the mobile unit 20 with a minimum 

30 of processing. 

[0032] Likewise, when a message is received from a 
mobile unit 20 by an R F port 1 8, it Is converted to a digital 
message packet and relayed to the cell controller 1 4 as- 
sociated with the RF port 18 through the switching hub 

35 12. The cell controller 1 4 parses the message for further 
relay in the system. 

[0033] An Important feature of a prefen*ed embodi- 
ment of the invention is the fact that mobile unit associ- 
ation witK the RF ports 1 8 is a function handled by the 

40 cell controller 1 4. Accordingly, when a mobile unit 20 first 
becomes active, it sends an association request signal 
In response to a beacon signal sent by an RF port 18 
(in response to direction by the cell controller). The as- 
sociation request signal is relayed by the RF port 1 8 to 

^5 the cell controller 1 4, which performs the processing re- 
quired for association, including consideration of RF 
port loading. Ceil controller 1 4 generates appropriate re- 
sponse signals to be sent by the RF port 1 8 to the mobile 
unit 20. The cell controller 14 is in an appropriate posi- 

50 tion to evaluate the loading of the RF ports 1 8 under Its 
control, and may therefore easily perform load leveling 
functions, for example, by providing a message to RF 
port 1 8 accepting or declining an association request. 
In addition, the cell controller 14 may receive load mes- 

55 sages from other cell controllers 1 4 in the system 1 0 and 
thereby coordinate overall load management. As a mo- 
bile unit 20 moves from a location sen^iced by one RF 
port 18 to a location serviced by a different RF port 1 8, 
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the cell controller 14 receives information from the mo- 
bile unit 20 indicative of its reception of beacon signals 
from the various RF ports in the system and performs 
the necessary functions to support roaming of mobile 
unit 20. 

[0034] While in the system 1 0 of Figure 1 the cell con- 
trollers 1 4 are shown as separate computers connected 
to switching hub 1 2, the term "cell controller" is intended 
to refer to the logical functions perfomied by these com- 
puters ratherthan the computers themselves. As will be- 
come apparent, the cell controller may be implemented 
in a variety of ways other than as shown in the exem- 
plary system 10 of Figure 1 . 

[0035] Implementation of a simplified RF port is 
achieved by perfomiing "higher level" functions of the 
802.11 protocol Media Access Control (MAC) In the cell 
controller and perfonming "lower level" functions in a 
simplified RF port. 

[0036] The lower level functions are those that are 
hardware intensive and often time critical. The higher 
level functions are those that are software intensive and 
not time critical. One possible division of the exemplary 
802.11 MAG functions is as follows: 

Lower Level Functions (preferably to be perfomned 
at RF port) 

Cyclic Redundancy Check (CRC) 
Network Activity Vector (NAV) 
Ready to Send/Clear to Send (RTS/CTS) 
Header generation/parsing 
Collision Avoidance 
Frequency Hopping 
Ack parsing/generating 
Retransmission timeout 

Higher Level Functions (preferably to be perfonrted 
at Cell Controller) 

Association processing 
Roaming 
Retransmission 
Rate Control 
Host Interface 

[0037] The following optional (higher or lower) level 
MAC functions can be placed in either the higher or low- 
er level categories. 

Wired Equivalent Privacy encryption/decryption 

(WEP) 

Fragmentation/Reassembly 
Data Movement 

Power Save Polling Support (PSP) 

[0038] According to a prefen-ed arrangement of the 
system of the invention, the lower level MAC functions 
are provided at the RF port . the higher level MAC func- 



tions are provided in the cell controller and the optional 
level functions can be provided at eitherthe cell control- 
ler or the RFport. 

[0039] A major advantage of the Invention is a cost 

5 savings in hardware, processor capacity and storage 
capacity for the RF port. Since a system with, for exam- 
ple, one hundred or more radio access locations may 
be Implemented with one or two cell controllers, the 
processor hardware and memory required for the higher 

10 level MAC functions need be provided only at the cell 
controllers. In fact, the capabilities of the overall system, 
for WEP encryption and other special functions, can be 
increased at modest cost by using a high performance 
board level personal computer or even a host computer 

15 as a cell controller. 

[0040] By eliminating the higher level MAC functions 
from the radio access locations, the cost of the devices 
Installed at those locations can be significantly reduced 
because of lower processor capacity and storage. 

20 [0041] In connection with association and roaming 
functions the RF ports 18 provide beacon signals In re- 
sponse to commands generated by the cell controller 
1 4. When an association sequence is initiated by a mo- 
bile unit, the RF port 1 8 relays the association messages 

25 between the mobile unit 20 and the cell controller 1 4 dur- 
ing the association process, whteh is handled by the ceil 
controller 14. 

[0042] In connection with message traffic to a mobile 
unit 20 from a network processor, message packets are 

30 routed by switching hub 12 to the cell controller 14 re- 
sponsible for the mobile unit 20 addressed. The mes- 
sage is buffered and formatted by the cell controller 1 4 
and in a preferred arrangement encapsulated by the cell 
controller 14 as a mobile unit packet within a wired net- 

35 work packet addressed to the responsible RF port 18. 
This packet is routed to the RF port 1 8. The RF port 1 8 
extracts the mobile unit packet from the message and 
sends the packet to mobile unit 20 as a radio signal. The 
RF port 1 4 may also provide a CRC calculation and gen- 

40 erate CRC data to be added to the message. The mobile 
unit 20 responds with an acknowledgment signal to the 
RF port 1 8, which generates and sends an acknowledg- 
ment status message to cell controller 14. 
[0043] In connection with messages for systems con- 

45 nected to the wired networic 1 6, the mobile unit 20 sends 
a packet to the RF port 1 8 by radio signal. The RF port 
1 8 filters received radio message packets according to 
the BSS (Basic Sen^lce Set) Identifier In the packet and, 
if the packet has a BSS identifier associated with the RF 

50 port 18, perfonris the CRC check as the packet Is re- 
ceived. The RF port 1 4 then generates and sends an 
acknowledgment signal to the mobile unit 20 and sends 
the received packet to cell controller 14. Cell controller 
1 4 buffers, parses and, If necessary, decrypts the packet 

55 and routes the packet to the host on network 1 6 through 
hub 12. 

[0044] The arrangement of RF port 1 8 may be identi- 
cal to cun'ent access points used in the Spectrum 24 



6 



11 



EP 1 134 935 A2 



12 



system with some of the access point software non- 
functional. Preferably the RF ports are simplified to re- 
duce cost and power consumption. To reduce installa- 
tion expenses the RF ports are powered via an ethernet 
cable, which also connects RF ports 1 8 to switching hub s 
1 2 or to cell controller 1 4. The RF ports can be arranged 
in a small package (e.g. portable radio size) with inte- 
grated diversity antennas and arranged for easy mount- 
ing, such as by adhesive tape or Velcro. Connection to 
the switching hub 12 is by ethemet cable which is also 
provided with D.C. power, such as by use of a choke 
circuit, such as Pulse Model P0421 as described in my 
referenced International Application. The choke circuit 
may be built into an ethemet connector and is available 
in this configuration. 

[0045] The RF port 1 8 does not have to perfonn eth- 
ernet address filtering and does not have to perfonn 
802.11 association and roaming functions and can 
therefore have a lower level of processor capacity, soft- 
ware support, memory and power consumption. In one 
embodiment shown in Figure 3 the RF port 1 8 includes 
only a digital signal processor (DSP) 38 which includes 
internal RAM and ROM. The DSP 38. whtoh may be one 
of the Texas Instruments TMS 320 family of DSP proc- 
essor, such as the 5000 series, specifically the TMS 320 
UC 5402 or the TMS 320 VC 5402. This DSP provides 
an interface between the ethernet cable 46 and the RF 
module 42 In RF port 18, as shown in Figure 3. Thei RF 
module 42 Is provided in housing 36 with DSP 38, DC/ 
DC power supply 40 and carrying one or more antennas 
44. RF module 42 includes a 3860 or 3861 baseband 
processor, such as HFA 3860B, to interface with the dig- 
ital portion of the RF port 1 8, specifically DPS 38. In one 
arrangement the ROM memory of the DSP 38 can be 
provided with "bootloader" fimnware that downloads the 
necessary DSP software instructions from the cell con- 
troller 14 upon startup of the RF port 18, and loads the 
instruction into the RAM of the DSP 38. 
The processors that are currently prefen'ed as a possi- 
ble lower level MAC engine are the TMS320UC5402 
and the TMS320VC5402. These parts are functionally 
identical except for differences in power consumption 
(the VC5402 is currently in production and while the 
UC5402 is still being sampled). The basic configuration 
of the UC5402A/C5402 is: 

1 00 M I PS execution rate 
- 8 KB on chip ROM (organized as 4K x 16 bits) 
32KB on chip RAM (organized as 16K x 16 bits) 
Two 1 6 bit timers with 1 |is or better resolution 
Two High speed, full duplex serial ports (up to 50 
Mbits/sec each) with smart DMA channel support 
One IHigh speed 8 bit wide host/parallel port (160 
Mbit/sec) 

Six DMA channels for general purpose use 
16 bit external memory/10 Bus with intemal wait 
state generation 

1 6 interrupts with 3 Instruction (30ns) worst case la- 



tency 

- 0.54 mW/MHz power consumption (30mA@1 .8v at 
100 MHz) 

Low Power Modes (6mA, 2mA, 2^A depending on 
setting) 

Internal PLL that generates the system clock with 
an external crystal 

[0046] This section will describe the use of a 5402 
DSP 38 as a MAC engine for 11 Mbit/sec 802.11 DS 
systems. It could clearly be used in FH systems as well. 
We will focus on the how the 5402 Interfaces to the In- 
tersil 3860/1 baseband processor in RF module 42 and 
how it Implements the lower level MAC functions. 
[0047] The first Issue Is how the 5402 DSP 38 inter- 
faces to the 3861 (much of what is said applies to the 
3860 as well) and the rest of the RF module 42. As 
shown in Figure 4, the 3861 processor 53 In RF module 
52 of RF port 50 has 2 major interfaces, both serial. The 
first interface, labeled DATA, is used to transfer data be- 
tween the MAC engine comprising DSP 64 and the 
3861. It has four lines: TxD, TxC, RxD, and RxC and 
operates at up to 11 Mbits/sec. The exact rate depends 
on the transfer rate of the packet. The clock signals of 
both interfaces are generated by the 3861 and so trans- 
fers are controlled by the 3861 . Both can be halted at 
any time by the 3861 as well as change rate. The second 
serial interface, labeled COfMTROL is used to load com- 
mands into the 3861 and read status infonnation from 
the 3861 . This Interface Is a 4 wire bidirectional Interface 
using one data line, one clock line, one "direction con- 
trol" line, and a chip select line. This serial interface also 
can operate at up to 11 Mbits/sec. In addition to the serial 
Interfaces, there are additional control and status lines 
such as Reset, TX_PE, RX.PE, TX_RDY, etc.. 
[0048] The 5402 DSP 38 has two sets of full duplex 
serial interfaces that are capable of operation up to 50 
Mbits/sec (given a 1 00 MHz clock). They can be clocked 
using intemal or external sources. In this design one of 
the sets of serial interfaces, labeled SER1 , is used to 
connect to the high speed data lines of the 3861 inter- 
face 53. The 5402 DSP 38 Interfaces have the same 
basic lines (RxD, RxC, TxD, TxC) as does the 3661 and 
so they connect with minimal trouble. Although the 5402 
uses 1 .8v for its core, its 1/0 lines are 3.3v tolerant and 
so can interface to the 3861 without converters. In ad- 
dition, they are fully static and so can deal the start/stop 
operation of the clock lines from the 3861 . 
[0049] Data transfer will be done under DMA control 
within the 5402 using what Tl calls "Auto Buffering 
Mode." This provides essentially dedicated DMA chan- 
nels for each serial port interface (two DMA channels 
per serial port interface). These channels access an In- 
dependently operating bank of SRAM and so transfers 
have no impact on CPU perfomiance. The CPU can 
start transfers in either direction and be notified via In- 
terrupt on their completion. 

[0050] Interfacing to the control serial port on the 3861 
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interface 53 can be done in three different ways. The 
first, illustrated in Figure 4, utilizes the second serial 
port, labeled SER 2 on the 5402 DSP 64 with a small 
amount of combinatorial logic/buffering to convert be- 
tween the single data line of the 3861 and the dual data s 
lines of the 5402. Another approach is to use an external 
shift register that would perfomri serial/parallel conver- 
sion. This register would sit on the I/O bus of the 5402 
and would be loaded/read by the 5402 and data shifted 
between it and the 3861 . The third approach Is to use 
an external buffer/latch on the 5402 I/O bus and "bit 
bang" the clock/data lines to the 3861. The second or 
third approaches free up the second serial channel for 
more other use such as providing high speed serial In- 
terfaces such as ethemet or USB and in some applica- 
tions would be preferred over the first. All require a small 
amount of external combinatorial logic and so the cost 
of all solutions is about the same. 
[0051] The same logic would apply to interfacing to 
the synthesizer It is accessed even less often than the 
control port of the 3861 and so a "bit banging" approach 
would work fine. 

[0052] Finally, Interfacing to the various control and 
status lines presented by the 3861 can be done via sim- 
ple bidirectional register/latch connected to the I/O bus 
of the 5402. The 5402 can read/write this register as it 
needs to control and monitor the 3861 . It would be pos- 
sible to combine al! control/monitor functions (including 
the serial control interface) into a single 16 bit buffered 
register latch. Parallel control/status lines would be con- 
nected to particular lines of this latch. Serial control in- 
terfaces would also be connected and "bit banged" as 
necessary to move data between the 5402 and 3861 . 
[0053] The arrangement shown in Figure 4 uses a 
Crystal CS 8900 A ethernet controller 63 coupled to the 
parallel port of DSP 64 to interface to the ethernet port 
58. An ethernet connector/choke 58 receives cable 60 
and provides DC power from cable 60 to DC/DC power 
supply 62. The Figure 4 RF port 50 includes spaced di- 
versity antennas 54, 56 to improve reception in multip- 
ath conditions. 

[0054] A premise of this design is that the Tl DSP is 
capable of Implementing all lower level MAC functions 
without external hardware assistance. This, of course, 
is the most demanding model but we will find that the 
5402 is up to the task. The most computational demand- 
ing tasks are the CRC-32 and WEP processing. The 
CRC-32 cateulation is performed over the entire packet 
and must be completed in time to generate an ACK 
should the CRC turn out to be correct (or to attach the 
calculation result to an outgoing packet on transmis- 
sion). This means that the CRC calculation must be per- 
fomned in near realtime during packet transfer between 
the 3861 and 5402. Tl has shown in an application note 
that a CRC-32 calculation can be made by a 5000 series 
DSP in 13 instructions. At 1 00 MIPS this is about 130ns. 
At 1 1 Mbit/sec, a byte takes about 770ns to transfer and 
so we have plenty of time to do the CRC. When receiving 



a packet, the serial port would be transfemng the data 
from the 3861 to SRAM within the 5402. At the same 
time the CPU within the 5402 would be reading each 
received byte from SRAM and calculating the CRC. It 
would of course have to make sure that it did not ovenrun 
the receive buffer, but that would be a relatively simple 
task. Much the same process would happen during 
transmission. In either case, the CPU has lots of time to 
do the CRC. 

[0055] The WEP processing If perfomned In the RF 
port 50, is a harder function to perform than CRC-32 
since it includes both an RC4 encryption function and a 
second CRC-32. At the same time It does not need to 
be completed prior to ACK generation/reception nor is 
perfomned on every packet (just data packets). The RC4 
encryption function consists of two parts: building the 
encryption table (a 256 byte table) using the selected 
key and doing the encryption/decryption process. 
Based on sample code, it is estimated that building the 
table would require about 1200 instructions (12ms at 
1 00 MIPS) and the encryption/decryption process would 
require about 12 instructions/byte. There is no differ- 
ence in this cost for 40 or 1 28 bit keys. The WEP CRC- 
32 would require another 13 Instructions per byte. 
[0056] The per byte computational burden for WEP 
would thus be about 25 Instructions or about 250ns at 
1 00 MIPS. When added to the packet CRC-32. the total 
load would be around 38 Instructions/byte. As we point- 
ed out. at 11 Mbit/sec we have about 77 Instructions/ 
byte available, so we are spending about 50 % of the 
CPU on CRC/WEP tasks. The biggest issue is the 1 200 
clocks (12us) required to build the encryption table dur- 
ing receive (For transmission, the calculation can be 
done prior to starting packet transfer). Pausing to create 
the table would put the CPU about 18 bytes {12us at 
770ns/byte) behind in the CRC/WEP/CRC calculation 
process. It would require about 40 data bytes to catch 
up (1 200 docks/ 30 extra clocks per byte) in both packet 
CRC and WEP/CRC functions. Since the minimum 
TCP/IP header is at least 40 bytes (plus any user data), 
we should have enough time. In any case if we are a 
little late in WEP/CRC cak;ulation. no hamn is done. An 
alternative approach would be to catch up first for the 
packet CRC calculation and then catch up with WEP/ 
CRC. 

[0057] After CRC and WEP/CRC processing, the next 
most critical activity is header parsing on receive and 
generation on transmit. This Is because of the need to 
identify packets for the station and generate appropriate 
responses. On receive, the processor must parse two 
or three 48 bit addresses and at least a 1 6 bit header 
command field. After the packet completes, an ACK 
may need to be generated. 

[0058] The 5402 can easily handle these functions. 
Since these functions are perfonrjed prior to WEP 
processing, the CPU has 64 instmctions/byte (77-1 3) to 
perfomi these functions. Since many of them can be 
perfonned on a 16 bit or even 32 bit basis (the 5402 



15 



20 



25 



30 



35 



40 



45 



50 



8 



15 



EP 1 134 935 A2 



16 



supports both 16 and 32 operations), there may be up 
to 1 28 or 256 Instructions per data item (I.e. 256 instruc- 
tions to perform a 32 bit address check). These func- 
tions are performed at 2 Mbit using a 1 IVIIPS 188 CPU. 
We have a 100 MIPS CPU to do the same tasks at 11 5 
Mbit/sec. 

[0059] ACK generation is likewise relatively simple. 
An ACK frame is only 14 bytes long, including the 4 
CRC-32, Given there is a long (80us) preamble, we 
have 8000 instructions to prepare the ACK. The same 
applies to FTTS/CTS exchanges. 
[0060] There are two 16 bit timers available on the 
5402. In this model, one would be used for TSF timing 
and the otherf or all otherf unctions. There are really only 
a few other timer functions: NAV, Retransmission, colli- 
sion avoidance slot countdown, etc.. Retransmission 
and collision avoidance activities go on only when wait- 
ingforan ACK orto start a retransmission after detection 
of an idle network. In such cases there Is no data transfer 
going on and so there is lots of CPU cycles available. 
[0061] Support for MU PSP function can be done in a 
variety of ways, depending on how much, if any, external 
hardware is provided. The 5402 provides a variety of 
means of conserving power. The first is simply to slow 
down the CPU clock via the software controlled PLL 
within the unit. The 5402 generates internal clocks via 
a PLL that is driven by either an external crystal or clock. 
The PLL multiplies the base frequency of the crystal/ex- 
ternal clock by a factor detemriined by software. Hence 
one means of controlling power consumption is simply 
to slow down the CPU clock. Since the CPU portion of 
the processor consumes most of the power, slowing it 
down has the biggest affect on power consumption. 
[0062] The second approach is use one of the IDLE 
modes of the processor. IDLEI stops the CPU clock en- 
tirely but leaves everything else running. Power con- 
sumption in this mode is on the order of 6mA at 1 0OMHz. 
The CPU can be restarted by any Intenrupt (internal or 
external). In IDLE2 the system clock is stopped and this 
reduces consumption to 2mA. In IDLE3, all system func- 
tions are stopped and consumption is reduced to around 
2ua. In all cases all state is retained. In IDLE2 and 
IDLE3, an external Interrupt Is required to restart the 
CPU. In such cases an external, low power timer would 
be required. 

[0063] Thus with no external hardware, power con- 
sumption could be reduced to at least 6mA and perhaps 
less. With a simple external timer, one could get down 

to microamps. 

[0064] The bottom line is that the vast CPU power of 
the 5402 allows all lower level MAC functions to be per- 
fomied in software. Furthermore it has sufficient power 
and memory to handle additional "higher level" functions 
such as packet retransmission, fragmentation, and re- 
assembly that can also be done in a cell controller. 
[0065] The system 1 0 of the present Invention is com- 
patible with IEEE Standard 820.11 and accordingly will 
operate with any mobile units 20, Including existing 



units, which are compatible with the same standard. 
However, the improvements applied to the RF ports 1 8, 
reducing the complexity and cost of these units can also 
be applied to the mobile units 20, which have sufficient 
main processor capacity to handle the mobile unit func- 
tions corresponding to the higher order MAC functions. 
[0066] Referring to Figure 2 there is shown a block 
diagram for a mobile unit 20 having a mobile unit com- 
puter 22 and a WLAN adapter 24 connected thereto to 
provide wireless communications to the system 10 of 
Figure 1 . In the mobile unit20 of Figure 2, the lower level 
MAC functions are perfomned in WLAN adapter 24, 
which also Includes RF module 28 and antenna 29. The 
configuration of WLAN adapter 24 may be similar to ex- 
isting adaptors, but preferably adapter 24 Is simplified 
to perfonm only the lower level MAC functions of the 
IEEE 802.11 protocol and allow special software 34 in 
host computer 22 to perfonn the higher level MAC func- 
tions, such as association and roaming. In a prefeaed 
arrangement the MAC functions of adapter 24 are per- 
formed In a digital signal processor 26, as described be- 
low, which may be the same type DSP described with 
respect to RF port 50. 

[0067] This section addresses how the 5402 DSP 
could be used as a MAC engine in Mobile Unit configu- 
rations. There are two considerations in building MU 
WLAN solutions. The first is the location of those MAC 
functions, while the second is the physical Interface to 
the host. 

[0068] The location of the upper level MAC functions 
may vary considerably. Some possibilities are: 

All functions on MAC engine DSP processor 26 
All functions on host processor 22 
Roaming/association on host processor 22, rest on 
MAC engine 26 

Roamlng/association/retransmisslon on host 22, 
rest on MAC engine 26. The choice of the location 
of the higher level MAC functions has a major im- 
pact on the cost of MU WLAN adapter. If one Is will- 
ing to place at least some of the higher level func- 
tions on a host processor 22, then one could get by 
with Just the 5402 on the WLAN adapter. Possible 
functions to place on the host would be roaming and 
association control. Higher level functions such as 
retransmission and fragmentation/reassembly 
could be left on the 5402. This split would pennit 
significant savings, since another processor/mem- 
ory subsystem would not be needed on the WI-AN 
adapter. There are two reasons for not placing all 
of the MAC functions on the 5402. The first is mem- 
ory space on the 5402 is only 32KB of SRAM for 
both code and data. In some MAC Implementations 
such as frequency hop, the code space alone ex- 
ceeds 32 KB. The second reason is that the soft- 
ware on the 5402 is oriented toward meeting hard, 
realtime tasks such as CRC and WEP processing. 
Trying to add software intensive tasks would only 
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complicate the process. 

[0069] If another processor was required, such as an 
ARM or pertiaps a second 5000 Series processor, the 
upper level functions could be added to it. 
[0070] Alternatively one could place all the MAC func- 
tions on a faster and/or bigger version of the 5402 proc- 
essor. Such a processor would likely have a higher clock 
rate (current members of the 5000 Series can be 
clocked as high as 160 MIPS) and more memory ( say 
64 KB instead of 32KB). 

[0071 ] Both the second processor as well as a faster/ 
bigger 5402 would consume additional power as well as 
adding cost. 

[0072] This section will describe one approach of how 
a MU WLAN adapter can be anranged for various hard- 
ware host interfaces using the 5402. It assumes that 
enough of the upper level MAC functions have been of- 
floaded to a host processor so that only the 5402 Is re- 
quired on the PLAN adapter. A second processor could 
be added to any of the solutions outlined below. 
[0073] In all of the following solutions, it is assumed 
that the runtime code for the 5402 is loaded from an ex- 
ternal source (such as computer 22) via the host inter- 
face 32. This eliminates the need for flash memory on 
the adapter card, saving several dollars in the process. 
It should be pointed out that the 5402 comes with 8KB 
of mask programmable ROM and a bootioder program 
(required for the USB and Ethernet host Interfaces) 
would be placed in It. The bootloader would be smart 
enough to download the runtime code instructions over 
whatever serial interface was available. 
[0074] The simplest Interface of all would be for a host 
to use the Host Port on the 5402. This port operates as 
a dual port interface into the memory within the 5402. It 
would not be a standard interface but would be quite 
suitable for dedicated systems. Using it, computer 22 
can read/write memory on a random or sequential basis. 
It is an 8 bit interface and can operate as fast as 1 60 
Mbit/sec. When operated in random access mode, the 
computer 22 generates a 1 6 bit address using two writes 
to the port and then performs either a read or write op- 
eration. Such a mode allows a host to set up command 
blocks and the like within the memory of the 5402. Se- 
quential mode allows a host to transfer data in and out 
of the 5402 memory very quickly (1 60 Mbit/sec). This 
would be used for transferring data. 
[0075] If this approach was used, the only digital com- 
ponent on the WLAN adapter would be the 5402. 
[0076] In the system of Figure 1 , the cell controller 14 
Is a board level personal computer coupled to the 
switching hub 1 2 preferably by 1 0 M bit and 1 00 Mb Eth- 
ernet ports. For smaller systems a 350 MHz Pentium 
computer with 1 6 MB RAM may be used. For larger sys- 
tems having many RF ports a 500 MHz Pentium with 
64MB RAM is appropriate. Communications to and from 
the wired network are preferably carried out at 1 00 MHz. 
Communications to and from RF ports may be can-ied 



out at 1 0 MHz. A second cell controller may be supplied 
for larger systems and/or to provide backup In the event 
one cell controller fails. Reliability can be enhanced by 
providing dual fans and dual power supplies. A flash disk 
5 memory may be used for reliability. Alternately, the cell 
controller 14 may be built into the switching hub 12 or 
into a host processor. 

[0077] The operating system for the cell controller 1 4 
may be a real time operating system, such as VRTX or 

10 QNX, which provides multitasking, a full networtc stack 
and utilities. Web based management utilities, which are 
client side java based, are provided for maintaining the 
configuration of the cell controller 14, the RF ports 18 
and status of the mobile units 20. 

IS [0078] The cell controller 1 4 includes applications to 
provide mobile unit association management, roaming 
and packet buffer management. These applications are 
similar to those pertomied by current access points In 
the Spectmm 24 system. The cell controller 1 4 may also 

20 provide QoS support, user authorization and configura- 
tion management. Placing these functions on a personal 
computer cell controller facilitates system management 
and program updates using available programming 
tools. Further, modifications to authorization or manage- 

25 ment functions need only be Installed into the cell con- 
troller 1 4, and no modification to the software of the RF 
ports 18 is required. 

[0079] The cell controllers 14 handle routing of all 
messages to or from the mobile unit. The ceil controller 

30 buffers message packets received from the wired net- 
work and detenmines the appropriate RF port 1 8 with 
which the addressed mobile unit 20 is associated and 
sends the packet to the RF port 18. The cell controller 
14 can additionally perfomi WEP encryption/decryption 

35 and the CAC associated therewith. 

[0080] The cell controller 14 may also the additional 
function of maintaining and downloading firmware to the 
RF ports 18. Upon power up the RF ports 1 8 use a boot- 
loader routine stored in ROM to send a download re- 

40 quest to cell controller 1 4. The cell controller then down- 
loads finnware to the RF port 1 8, including configuration 
infonnatlon such as channel assignment, ESS and BSS 
identification. The cell controller 1 4 and RF ports 1 8 ad- 
ditionally share a common TSF clock. 

45 [0081 ] The mobile unit computer 22 of mobile unit 20 
is provided with similar software to perform the higher 
level MAC functions as outlined above. Advantageous- 
ly, the software 34 can be programmed using the same 
operating system as provided for the computer, and 

so thereby provide a user interface, such as Windows, 
which is familiar to the user. The mobile unit software 
34 provides the MAC functions of header building, roam- 
ing and association. The mobile unit computer 22 may 
also download finnware to the processor in the WLAN 

55 adapter 24. 

[0082] As evident from the forgoing description, the 
hardware for RF port 1 8 and WLAN adapter 24 of mobile 
unit 20 can be substantially similar, with the possible ex- 
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ception of the Interface to an Ethernet network or to a 
mobile unit host. Further, the logical cell controller func- 
tion and the higher order MAC functions performed by 
the mobile unrt host processor can be perfonned on any 
computer system. 

[0083] Using the RF port 1 8 of the present Invention 
coupled to a computer system, it Is possible to provide 
either a mobile unit or a wireless network according to 
the software provided. Since the software for RF port 1 8 
may be downloaded from a host system a simple com- 
bination of a computer and one or more RF ports can 
function as either a WLAN mobile unit as a WLAN host 
or both, by providing function selectable flmnware to the 
processor in the RF port. 

[0084] In the arrangement shown in Figure 5, a per- 
sonal computer 70 is provided with software 72 and con- 
nected to one or more RF ports 50A, SOB to provide a 
complete host system for wireless data communk;a- 
tlons. This arrangement could be used, for example, in 
a small business wherein office equipment is connected 
to server 70 by a wired network for conventlona! 1_AN 
operation and one or more RF ports 50 are also con- 
nected to sender 70 on the LAN system to provide data 
communications between the server 70 and mobile 
units. The server can perfonm the higher order MAC 
functions and download firmware instructions to the RF 
ports. Altematively, the fimnware instructions can be in- 
stalled on PROM memory in the RF ports. 
[0085] Figure 6 shows an arrangement for providing 
wireless access to the Internet using the RF port 50 of 
the present invention. Internet access over communica- 
tions line 80 to modem 82 may be provided by cable. 
DSL or fiber optical transmission. RF port 50 may be 
provided with MAC firmware on PROM or may be con- 
figured with a bootloader program to download fimnware 
from an ISP server. When installed in a home or office, 
mobile units 20 can associate with RF port 50 to initiate 
internet access. The ISP server may perform the higher 
level MAC function, or they may be provided in RF port 
50. 

[0086] The mobile units 20 may be the personal com- 
puters 22 in a home or office with a WI^N adapter 24 
as shown in Figure 2. 

[0087] Figure 7 illustrates an example of communica- 
tions formats that might be used in the various system 
embodiments of the present invention. The Figure 7 ex- 
ample assumes that the configuration includes a host 
90 connected to a dedicated cell controller 14. which is 
likewise connected to RF port 18. It should be clearly 
understood that the logical cell controller functions may 
be performed in host 90, particularly In a simple system. 
[0088] In the Figure 7 example host 90 sends mes- 
sage "A" having 100 data bytes via an ethemet packet 
100 to cell controller 14. Packet 100 has a destination 
address of the Mobile unit (M1), a source address of the 
host (H) and includes data (A). Cell controller 1 4fomnats 
the data in 802.11 fomnat with the destination core- 
sponding to mobile unit (MUi ) 20. The cell encapsulates 



this 802.11 packet with data A into an ethernet packet 
1 04 addressed to RF port 1 (RF1 ) from the cell controller 
(CC). 

[0089] RF port 18 receives the ethernet packet 104 
from cell controller 14 and generates and sends an RF 
packet 112 in 802.11 fomnat to mobile unit 20, including 
data A. It should be understood that 802.11 header gen- 
eration can be provided at either the cell controller 14 
or the RF port 18, but packet 104 must include mobile 
unit identification data either as an 802.1 1 header or oth- 
enwise to enable RF port 1 8 to generate the header. RF 
port 18 additionally perfomis the CRC computation and 
adds the result to the 802.11 packet 112. 
[0090] A second message "B" having 1500 bytes off 
data is also shown as originating as Ethernet packet 1 02 
from host 90 to cell controller 14. Cell controller frag- 
ments data message B into three fragments B1 , B2 and 
B3 to accommodate the 500 byte data limit of 802.11 
packets. These three fragments are sent as Ethemet 
packets 1 06, 1 08, 1 1 0 to RF port 1 8, which transmits RF 
signal packets 114, 116, 118 to mobile unit 20. 
[0091] Reverse communication is similar. Message C 
has 100 bytes and Is sent by mobile unit 20 to RF port 
18 as 802.11 RF signal packet 200. RF port 18 encap- 
sulates this message into ethernet packet 208 and 
sends it to cell controller 1 4, which extracts the destina- 
tion infomiation and data to provide ethemet message 
21 6 to the host 90. A larger message D is sent as mes- 
sage fragments 202, 204, 206 to RF ports 18, relayed 
as ethemet packets 210, 212, 214 to cell controller 14 
and sent as a reassembled ethemet packet 21 8 to host 
90. 

[0092] While there has been described what is be- 
lieved to be claimed In the above-Identified application 
those skilled in the art will recognize that other and fur- 
ther modifications may be made without departing from 
the scope of the invention and it is intended to claim ail 
such changes and modiftoations as fall within the true 
scope of the invention. 

[0093] It should be noted that the objects and advan- 
tages of the invention may be attained by means of any 
compatible combination(s} particularty pointed out In the 
Items of the following summary of the Invention. 

SUMMARY OF THE INVEfSlTlON 

[0094] 

1 . A system for providing wireless data communi- 
cations between mobile units and a wired network, 
comprising: 

a plurality of RF ports having at least one data 
interface, said RF ports being an-anged to re- 
ceive fomnatted data signals at said data Inter- 
face and transmit corresponding RF data sig- 
nals and arranged to receive RF data signals 
and provide corresponding fomnatted data sig- 
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nals; and 

at least one cell controller, arranged to receive 
data signals f ronn said wired network and to pro- 
vide formatted data signals con^esponding 
thereto to said data interface of said RF ports s 
and to receive f omiatted data signals from said 
RF ports and to provide data signals con-e- 
sponding thereto to said wired network, said 
cell controlier controlling association of oiobile 
units with one of said RF ports, providing for- 10 
matted data signals for said mobile units to an 
associated RF port and receiving formatted da- 
ta signals from said mobile unit from said asso- 
ciated RF port. 

IS 

2. In a wireless data communications network cou- 
pled to a data processing system, having a plurality 
of RF ports and mobile units, wherein said mobile 
units associate with one of said RF ports to conduct 
data communications with said data processing 20 
system, the improvement wherein said mobile units 
are assigned to one of said RF ports by a cell con- 
troller, and wherein said cell controller Is arranged 

to receive first data communications from said data 
processing system and to relay said data commu- 25 
nlcations to an assigned RF port and to receive sec- 
ond data communications from said RF ports and 
relay said second data communications to said data 
processing system. 

30 

3. The improvement specified in item 2, wherein 
said cell controller, said RF data communications 
port and said data processing system are coupled 
to a switching hub. 

35 

4. A method for operating a wireless local area net- 
work having at least one RF port, a plurality of mo- 
bile units and a celt controller coupled to said RF 
port, comprising: 

40 

operating said RF port to relay signals received 
from mobile units to said cell controller and to 
relay signals received from said cell controller 
to said mobile units, and 
operating said cell controller to control associ- 
ation of said mobile units with said RF port, in- 
cluding sending and receiving association sig- 
nals between said RF port and said cell control- 
ler, and 

operating said cell controller to send messages so 
to and from sard mobile unit via said RF ports. 

5. A method for operating a wireless local area net- 
work as specified in item 4, wherein signals are sent 
between said RF port and said cell controller using 55 
a first data protocol, and wherein signals are sent 
between said RF ports and said mobile units using 

a second data protocol, and wherein said signals 



between said RF port and said cell controllers com- 
prise data packets using said first data protocol en- 
capsulating data packets using said second data 
protocol. 

6. A method for operating a wireless local area net- 
work as specified in item 5 wherein said first proto- 
col is an Ethemet protocol. 

7. A method for operating a wireless local area net- 
work as specified in item 6 wherein said second pro- 
tocol is an IEEE Standard 802.11 protocol. 

8. In a mobile unit for use in a wireless data com- 
munications system, said mobile unit having a data 
processor and programs for said data processor 
and a wireless network adapter having a pro- 
grammed processor and a radio module, the im- 
provement wherein said programmed processor 
perfomr)s first communications processor functions 
including control of said radio module and said data 
processor operates under said programs to perform 
second communications processor functions, in- 
cluding association with a radio access location of 
said wireless data communications system. 

9. The improvement specified in item 6 wherein said 
first communications processor functions include 
cyclic redundancy check functions and acknowl- 
edgment functions. 

10. In a wireless data communications system for 
providing data communications following a stand- 
ardized protocol, said protocol including associa- 
tion of mobile units with radio access locations, the 
improvement wherein there is provided at least one 
RF port at a radio access location, said RF port 
comprising a radio module and an RF port proces- 
sor in data communications with a programmed 
computer, wherein said RF port processor perf omns 
first functions of said standardized protocol and said 
programmed computer perfomns second functions 
of said standardized protocol, Including said asso- 
ciation of mobile units with said radio access loca- 
tion. 

11 . The improvement specified in item 10, wherein 
said RF port further includes a read-only memory 
and a random access memory, and wherein said 
read-only memory includes a bootloader program, 
wherein said RF port processor is arranged to op- 
erate under said bootloader program to download 
Instmctlons fomn said programmed computer and 
to store said Instructions in said random access 
memory, and wherein said RF port processor oper- 
ates under control of said downloaded instructions 
to perfomfi said first functions. 
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12. The improvement specified in item 10. wherein 
said standardized protocol includes cyclic redun- 
dancy check functions, and wherein said first func- 
tions include said cyclic redundancy check func- 
tions. ^ 

13. The improvement specified in item 10, wherein 
said standardized protocol includes encryption/de- 
cryption functions and wherein said first functions 
include said encryption/decryption functions. io 

14. The improvement specified in item 10, wherein 
said standardized protocol includes encryption/de- 
cryption functions and wherein said second func- 
tions include said encryption/decryption functions. i5 

15. An RF port for use in a wireless data communi- 
cations system comprising a radio module, having 
a data interface and a transmitter/receiver for wire- 
less data communications, and a digital signal proc- 20 
essor, having first and second data communica- 
tions ports, random access memory and read-only 
memory, wherein said second data communica- 
tions port is coupled to said data interface of said 
radio module, wherein said read-only memory is 25 
provided with a boottoader program for controlling 
said digital signal processor to load program in- 
structions to said random access memory via said 
first communications port. 

30 

1 6. An RF port as specified in item 15, wherein said 
digital processor has a third data communications 
port and wherein said third data communications 
ports is coupled to said data interface of said radio 
module. 35 

1 7. An RF port as specified in item 1 6, wherein said 
second and third communications ports of said dig- 
ital processor comprise serial ports. 

40 

1 8. An RF port as specified in item 15, wherein said 
first communications port comprises a parallel port. 

1 9. An RF port as specified in item 1 8 wherein said 
parallel port is coupled to an Ethernet controller 45 

20. A method for operating an RF port having a ra- 
dio module, a digital processor, random access 
memory and read-only memory, comprising storing 

a bootloader program in said read-on ly memory, op- so 
erating said digital processor to download instruc- 
tions from a computer to said random access mem- 
ory using said bootloader program and operating 
said RF port under said downloaded instructions to 
send and receive messages using said radio mod- ss 
ule. 

21 . A method as specified in item . 20, wherein said 



step of operating said RF port comprises receiving 
messages from said computer including protocol 
message portions for RF message transmission, 
and transmitting said message including said pro- 
tocol message portions as an RF signal. 

22. A method as specified in item 20, wherein said 
step of operating said RF port comprises receiving 
RF messages having an RF protocol and sending 
said RF messages to said computer as data signals 
encapsulated in a further message protocol. 

23. A method as specified In item 22 further com- 
prising interpreting said RF protocol using said 
downloaded instructions and sending said RF mes- 
sages to said computer only If said RF messages 
include an identification of said RF port. 

24. A method as specified in item 20 wherein said 
downloaded instructions configure said computer 
and said RF port to operate as an access point for 
communication with mobile units. 

25. A method as specified in item 24 wherein said 
computer is operated to control association of said 
mobile units with said computer and RF port. 

26. A method as specified in item 20 wherein said 
downloaded instmctions configure said computer 
and said RF port to operate as a mobile unit for com- 
munications with access points. 

27. A method as specified in item 20 wherein said 
downloaded instructions configure said computer 
and said RF port to operate as either an access 
point or a mobile unit under control instructions fomn 
said computer. 

28. A method for transmitting signals having a wire- 
less signal fomriat using an RF port having a wired 
networic interface, a data processor and an RF mod- 
ule, comprising providing signals to said wired net- 
work interface having wireless address data and 
message data within a data packet addressed to 
said RF port using a protocol for said wired network, 
operating said processor to provide wireless data 
signals having said wireless signal fonnat for said 
address data and said message data to said RF 
module and operating said RF module to transmit 
said wireless data signals as an RF signal modulat- 
ed with said wireless signal fomnat. 

29. A method for transmitting signals having a wire- 
less signals fomnat using an RF port having an Eth- 
emet interface, a data processor and an RF mod- 
ule, comprising providing an Ethemet data packet 
to said Ethernet interface, said Ethemet data packet 
encapsulating as data a data message having said 
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wireless signal format, operating said data proces- 
sor to provide said data message to said RF mod- 
ule, and operating said RF module to transmit said 
data message as an RF signal. 

5 

30. A method as specified in item 29 further com- 
prising operating said data processor to perfomri a 
cyclic redundancy computation on said data mes- 
sage and adding the result thereof to said data mes- 
sage. 

31. A method as specified In Item 29 further com- 
prising operating said data processor to control said 
radio module. 

15 

32. A method for receiving signals having a wireless 
signal format including wireless address data and 
message data at an RF port having a wired network 
interface, a data processor and an RF module, com- 
prising operating said RF module to receive RF sig- 20 
nals having said wireless signal format, operating 
said data processor to receive wireless data signals 
from said RF module and provide data signals to 
said wired network interface comprising a data 
packet having a source address con-esponding to 25 
said RF port using a protocol for said wired network, 
said data packet Including said wireless address 
data and said message data. 

33. A method for receiving RF message signals so 
having a wireless signal format including an ad- 
dress data fonriat and message data using an RF 
port having an Ethernet interface, a data processor 
and an RF module, comprising receiving said RF 
message signals in said RF module and providing 35 
said signals as data signals to said data processor, 
operating said data processor to interpret address 
data in said data signals and, In dependence on 
said address data encapsulating said message da- 
ta and address data in an Ethemet packet and pro- 40 
viding said Ethernet packet to said Ethemet inter- 
face. 

34. A method as specified in item 33 wherein said 
data processor is operated to encapsulated said ad- 
dress data in said Ethemet packet. 

35. A method as specified in item 33 wherein said 
data processor is further operated to perform a cy- 
clic redundancy computation on said message data so 
and to compare the result thereof with conrespond- 

ing data received in said data signals. 

36. A method as specified in item 33, further com- 
prising operating said data processor to control said ss 
radio module. 

37. A simplified wireless local area network system 



comprising: 

a computer having a data processor and a 
memory; 

an RF port having an RF port data processor, 
an RF module and a data communications In- 
terface coupled to said computer; 
a first program in said memory of said computer 
for operating said computer data processor to 
perfomi first wireless data communtoatlons 
functions, said functions including association 
with mobile units; and 

a second program for operating said RF port 
data processor to perform second wireless data 
communications functions. 

38. A system as specified in item 37 wherein said 
second program operates said RF port data proc- 
essor to perform second wireless data communica- 
tions functions, including control of said RF module. 

39. A system as specified in item 37 wherein said 
second program operates said RF port data proc- 
essor to perform second wireless data communica- 
tions functions, including cyclic redundancy check 
functions. 

40. A system as specified in item 37 wherein said 
second program Is stored in said computer memory 
and wherein said RF port data processor is ar- 
ranged to download said second program. 

41 . A wireless access device for providing wireless 
access to a communication system, comprising a 
modem for sending and receiving data messages 
on said communications system and an RF port, 
comprising a data interface coupled to said modem, 
a data processor and an RF module, said processor 
being programmed to receive data messages from 
said modem, to fonnat said messages for wireless 
data communications and to provide said fonnatted 
messages to said RF module for transmission by 
RF data signals to at least one remote station, and 
to receive RF data signals from said at least one 
remote station, and to provide data messages to 
said modem to be sent on said communications 
system. 

42. A wireless access device as specified in item 40 
wherein said communications system is a DSL 
communications system connected to the Internet, 
and wherein said modem comprises a DSL modem. 

43. A wireless access device as specified in item 40 
wherein said communications system is a two-way 
cable communications system connected to the In- 
ternet, and wherein said modem comprises a cable 
modem. 
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44. A wireless access device as specified in item 42 
wherein said communication system comprises a 
fiber optic system, and wherein said modem com- 
prises a fiber optical modem. 

5 

46. A method for providing wireless access to the 
Intemet, comprising providing a modem coupled to 
the Intemet and having a data communications in- 
terface connected to an RF port, configuring said 
RF port for wireless data communication to a mobile io 
unit having a predetemilned wireless communica- 
tions address, and providing at least one mobile unit 
configured with said predetemilned wireless com- 
munications address for conducting RF data com- 
munications with said RF port, said RF port being is 
arranged to relay communications between said 
mobile unit and said modem. 

46. The method specified in item 44 wherein said 
step of providing said mobile unit, comprises pro- 20 
viding a computer having an RF port. 

47. A system for sending and receiving data mes- 
sages to at least one mobile unit, comprising: 

25 

at least one RF port having an RF module for 
sending and receiving data messages to said 
at least one mobile unit using a first RF com- 
munications protocol, having a wired Interface 
for sending and receiving data messages using so 
a wired communications protocol, and a pro- 
grammed processor for relaying data messag- 
es received on said wired interface using said 
RF communications protocol and for relaying 
data messages received by said RF module us- 35 
ing said wired communications protocol; and 
at least one cell controller for sending data 
messages to said wired interface of said RF 
port and for receiving data messages from said 
RF port using said wired communications pro- 40 
tocol. 

48. A system as specified in Item 47, wherein there 
are provided a plurality of said RF ports, and where- 
in said cell controller is arranged to address said ^ 
data messages to said RF ports using said wired 
communication protocol. 

49. A system as specified in item 48 wherein said 

at least one mobile unit is associated with one of so 
said RF ports, and wherein said processor is pro- 
grammed to interpret source address data received 
in said RFcommunications protocol and for relaying 
a received message using said wired communica- 
tions protocol only if said source address data cor- ss 
responds to a mobile unit associated with said RF 
port. 



50. A system as specified in item 47 wherein said 
cell controller is arranged to provide messages to 
said RF port comprising mobile unit address data 
and message data encapsulated In a data packet 
following said wired communications protocol. 

51 . A system as specified in item 50 wherein said 
cell controller Is arranged to providesaid mobile unit 
address data and said message data in said RF 
communications protocol encapsulated In said 
wired communications format. 

52. A system as specified In Item 47 wherein said 
RF port is arranged to encapsulate messages re- 
ceived by said RF module In a data paclcet using 
said wired communication protocol. 

53. A method for operating a wireless data commu- 
nication system having at least one cell controller, 
at least one RF port and at least one mobile unit, 
comprising sending a first data message for said 
mobile unit from said cell controller to said RF port 
using a wired communication protocol, relaying said 
first message in said RF port using an RF commu- 
nication protocol and sending said first message by 
radio signal from said RF port to said mobile unit. 

54. The method specified In Item 53 wherein there 
are a plurality of RF ports and wherein said mobile 
unit is associated with one of said RF ports, and 
wherein said first data message is addressed to 
said RF port associated with said mobile unit. 

55. The method specified in item 53 wherein send- 
ing said first data message to said RF port compris- 
es sending address data and message data encap- 
sulated in a data packet using said wired commu- 
nications protocol. 

56. The method specified in item 55 wherein said 
encapsulated address data and message data is ' 
fonmatted according to said RF communications 
protocol. 

57. The method specified In Item 53, further com- 
prising sending a second data message from said 
mobile unit to said RF port by radio signal using said 
RF communication protocol, and relayting said sec- 
ond data message using said wired communication 
protocol from said RF port to said cell controller. 

58. A method for operating a wireless data commu- 
nbations system having at least one cell controller, 
at least one RF port and at least one mobile unit, 
comprising sending a data message by radio signal 
from said mobile unit to said RF port using an RF 
communications protocol, and relaying said mes- 
sage using a wired communication protocol from 
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said RF port to said cell controller. 

59. The method specified in item 58 wherein said 
relaying comprises encapsulating said RF commu- 
nications protocol message in a data packet using 
said wired communications protocol. 



Claims 

1. A system for providing wireless data communica- 
tions between mobile units and a wired networic, 
comprising: 

a plurality of RF ports having at least one data 
interface, said RF ports being arranged to re- 
ceive formatted data signals at said data Inter- 
face and transmit corresponding RF data sig- 
nals and arranged to receive RF data signals 
and provide corresponding fomnatted data sig- 
nals; and 

at least one cell controller, arranged to receive 
data signals from said wired network and to pro- 
vide formatted data signals con^esponding 
thereto to said data interface of said RF ports 
and to receive fomnatted data signals from said 
RF ports and to provide data signals con-e- 
sponding thereto to said wired network, said 
cell controller controlling association of mobile 
units with one of said RF ports, providing for- 
matted data signals for said mobile units to an 
associated RF port and receiving fomnatted da- 
ta signals from said mobile unit from said asso- 
ciated RF port. 

2. In a wireless data communications network coupled 
to a data processing system, having a plurality of 
RF ports and mobile units, wherein said mobile 
units associate with one of said RF ports to conduct 
data communications with said data processing 
system, the improvement wherein said mobile units 
are assigned to one of said RF ports by a cell con- 
troller, and wherein said cell controller Is arranged 
to receive first data communications from said data 
processing system and to relay said data commu- 
nications to an assigned RF port and to receive sec- 
ond data communications from said RF ports and 
relay said second data communications to said data 
processing system. 

3. The Improvement specified in Claim 2, wherein said 
cell controller, said RF data communications port 
and said data processing system are coupled to a 
switching hub. 

4. A method for operating a wireless local area net- 
work having at least one RF port, a plurality of mo- 
bile units and a cell controller coupled to said RF 



port, comprising: 

operating said RF port to relay signals received 
from mobile units to said cell controller and to 

5 relay signals received from said cell controller 

to said mobile units, and 
operating said cell controller to control associ- 
ation of said mobile units with said RF port, in- 
cluding sending and receiving association sig- 

10 nals between said RF port and said cell control- 

ler, and 

operating said cell controller to send messages 
to and from said mobile unit via said RF ports. 

15 5. A method for operating a wireless local area net- 
work as specified in Claim 4, wherein signals are 
sent between said RF port and said cell controller 
using a first data protocol, and wherein signals are 
sent between said RF ports and said mobile units 

20 using a second data protocol, and wherein said sig- 
nals between said RF port and said cell controllers 
comprise data packets using said first data protocol 
encapsulating data packets using said second data 
protocol, 

25 

and/ or wherein preferably said first protocol is 
an Ethernet protocol, 

and/ or wherein preferably said second protocol 
30 is an IEEE Standard 802.11 protocol. 

6. In a mobile unit for use in a wireless data commu- 
nications system, said mobile unit having a data 
processor and programs for said data processor 

35 and a wireless network adapter having a pro- 
grammed processor and a radio module, the Im- 
provement wherein said programmed processor 
perfomns first communications processor functions 
including control of said radio module and said data 

40 processor operates under said programs to perform 
second communications processor functions, In- 
cluding association with a radio access location of 
said wireless data communications system. 

^5 7. The improvement specified in any of the preceding 
claims wherein said first communications processor 
functions include cyclic redundancy check func- 
tions and acknowledgment functions. 

50 8. In a wireless data communications system for pro- 
viding data communications following a standard- 
ized protocol, said protocol Including association of 
mobile units with radio access locations, the Im- 
provement wherein there is provided at least one 

55 RF port at a radio access location, said RF port 
comprising a radio module and an RF port proces- 
sor in data communications with a programmed 
computer, wherein said RF port processor perf onms 
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first functions of said standardized protocol and said 
programmed computer performs second functions 
of said standardized protocol, Including said asso- 
ciation of mobile units with said radio access loca- 
tion. 

9. The Improvement specified in any of the preceding 
claims, wherein said RF port further Includes a 
read-only memory and a random access memory, 
and wherein said read-only memory includes a 
bootloader program, wherein said RF port proces- 
sor is arranged to operate under said bootloader 
program to download Instructions form said pro- 
grammed computer and to store said instructions In 
said random access memory, and wherein said RF 
port process or operates under control of said down- 
loaded instructions to perform said first functions, 

and/ or wherein preferably said standardized 
protocol includes cyclic redundancy check 
functions, and wherein said first functions in- 
clude said cyclic redundancy check functions, 

and/ or wherein preferably said standardized 
protocol includes encryption/decryption func- 
tions and wherein said first functions Include 
said encryption/decryption functions, 

and/ or wherein preferably said standardized 
protocol includes encryption/decryption func- 
tions and wherein said second functions in- 
clude said encryption/decryption functions. 

10. An RF port for use In a wireless data communica- 
tions system comprising a radio module, having a 
data interface and a transmitter/receiver for wire- 
less data communications, and a digital signal proc- 
essor, having first and second data communica- 
tions ports, random access memory and read-only 
memory, wherein said second data communica- 
tions port is coupled to said data interface of said 
radio module, wherein said read-only memory Is 
provided with a bootloader program for controlling 
said digital signal processor to load program in- 
structions to said random access memory via said 
first communications port. 

11. An RF port as specified in any of the preceding 
claims, wherein said digital processor has a third 
data communications port and wherein said third 
data communications ports is coupled to said data 
interface of said radio module, 

and/ or wherein preferably said second and 
third communications ports of said digital proc- 
essor comprise serial ports, 

and/ or wherein preferably said first communi- 



cations port comprises a parallel port 

and/ or wherein preferably said parallel port is 
coupled to an Ethernet controller. 

5 

12. A method for operating an RF port having a radio 
module, a digital processor, random access mem- 
ory and read-only memory, comprising storing a 
bootloader program in said read-only memory, op- 

10 erating said digital processor to download instruc- 
tions from a computer to said random access mem- 
ory using said bootloader program and operating 
said RF port under said downloaded instructions to 
send and receive messages using said radio mod- 

is ule. 

13. A method as specified in any of the preceding 
claims, wherein said step of operating said RF port 
comprises receiving messages from said computer 

20 Including protocol message portions for RF mes- 
sage transmission, and transmitting said message 
Including said protocol message portions as an RF 
signal, 

25 and/ or wherein preferably said step of operat- 

ing said RF port comprises receiving RF mes- 
sages having an RF protocol and sending said 
RF messages to said computer as data signals 
encapsulated in a further message protocol, 

30 

and/ or further preferably comprising interpret- 
ing said RF protocol using said downloaded in- 
structions and sending said RF messages to 
said computer only if said RF messages include 
35 an identification of said RF port. 

14. A method as specified in any of the preceding 
claims wherein said downloaded instructions con- 
figure said computer and said RF port to operate as 

40 an access point for communication with mobile 
units, 

and/ or wherein preferably said computer is op- 
erated to control association of said mobile 
45 units with said computer and RF port, 

and/ or wherein preferably said downloaded in- 
structions configure said computer and said RF 
port to operate as a mobile unit for communi- 
50 cations with access points, 

and/ or wherein preferably said downloaded In- 
structions configure said computer and said RF 
port to operate as either an access point or a 
55 mobile unit under control Instructions fomn said 

computer. 

15. A method for transmitting signals having a wireless 
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signal format using an RF port having a wired net- 
work interface, a data processor and an RF module, 
comprising providing signais to said wired network 
interface having wireless address data and mes- 
sage data within a data packet addressed to said 
RF port using a protocol for said wired network, op- 
erating said processor to provide wireless data sig- 
nals having said wireless signal fonnat for said ad- 
dress data and said message data to said RF mod- 
ule and operating said RF module to transmit said 
wireless data signals as an RF signal modulated 
with said wireless signal format. 

16. A method for transmitting signals having a wireless 
signals fonnat using an RF port having an Ethemet 
interface, a data processor and an RF module, com- 
prising providing an Ethemet data packet to said 
Ethernet interface, said Ethemet data packet en- 
capsulating as data a data message having said 
wireless signal format, operating said data proces- 
sor to provide said data message to said RF mod- 
ule, and operating said RF module to transmit said 
data message as an RF signal. 

17. A method as specified in any of the preceding 
claims further comprising operating said data proc- 
essor to perform a cyclic redundancy computation 
on said data message and adding the result thereof 
to said data message, 

and/ or further preferably comprising operat- 
ing said data processor to control said radio mod- 
ule. 

18. A method for. receiving signals having a wireless 
signal format including wireless address data and 
message data at an RF port having a wired network 
interface, a data processor and an RF module, com- 
prising operating said RF module to receive RF sig- 
nals having said wireless signal fonnat, operating 
said data processor to receive wireless data signals 
from said RF module and provide data signals to 
said wired network interface comprising a data 
packet having a source address con^esponding to 
said RF port using a protocol for said wired network, 
said data packet including said wireless address 
data and said message data. 

19. A method for receiving RF message signais having 
a wireless signal fomnat including an address data 
fonnat and message data using an RF port having 
an Ethernet Interface, a data processor and an RF 
module, comprising receiving said RF message sig- 
nals in said RF module and providing said signals 
as data signals to said data processor, operating 
said data processorto interpret address data in said 
data signals and. In dependence on said address 
data encapsulating said message data and address 
data in an Ethemet packet and providing said Eth- 



ernet packet to said Ethemet interface. 

20. A method as specified in any of the preceding 
claims wherein said data processor is operated to 

5 encapsulated said address data in said Ethemet 
packet, 

and/ or wherein preferably said data processor 
is further operated to perform a cyclk: redun- 
10 dancy computation on said message data and 

to compare the result thereof with correspond- 
ing data received in said data signals, 

and/ or further preferably comprising operating 
IS said data processor to control said radio mod- 

ule. 

21. A simplified wireless local area network system 
comprising: 

20 

a computer having a data processor and a 
memory; 

an RF port having an RF port data processor, 
an RF module and a data communications In- 
25 terface coupled to said computer; 

a first program In said memory of said computer 
for operating said computer data processor to 
perform first wireless data communications 
functions, said functions including association 
30 with mobile units; and 

a second program for operating said RF port 
data processorto perform second wireless data 
communications functions. 

3S 22. A system as specified in any of the preceding claims 
wherein said second program operates said RF port 
data processor to perfomn second wireless data 
communications functions, including control of said 
RF module, 

40 

and/ or wherein preferably said second pro- 
gram operates said RF port data processor to 
perform second wireless data communications 
functions, including cyclic redundancy check 
45 functions, 

and/ or wherein preferably said second pro- 
gram is stored in said computer memory and 
wherein said RF port data processor is ar- 
so ranged to download said second program. 

23. A wireless access device for providing wireless ac- 
cess to a communication system, comprising a mo- 
dem for sending and receiving data messages on 
55 said communteations system and an RF port, com- 
prising a data interface coupled to said modem, a 
data processor and an RF module, said processor 
being programmed to receive data messages from 
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said modem, to format said messages for wireless 
data communications and to provide said fomnatted 
messages to said RF module for transmission by 
RF data signals to at least one remote station, and 
to receive RF data signals from said at least one 
remote station, and to provide data messages to 
said modem to be sent on said communications 
system. 

24. A wireless access device as specified in any of the 

preceding claims wherein said communications 
system Is a DSL communications system connect- 
ed to the Intemet, and v\(herein said modem com- 
prises a DSL modem, 

and/ or wherein preferably said communica- 
tions system is a two-way cable communica- 
tions system connected to the Intemet, and 
wherein said modem comprises a cable mo- 
dem, 

and/ or wherein preferably said communication 
system comprises a fiber optic system, and 
wherein said modem comprises a fiber optical 
modem. 

25. A method for providing wireless access to the Inter- 
net, comprising providing a modem coupled to the 
Intemet and having a data communications Inter- 
face connected to an RF port, configuring said RF 
port for wireless data communication to a mobile 
unit having a predetennined wireless communica- 
tions address, and providing at least one mobile unit 
configured with said predetennined wireless com- 
munications address for conducting RF data com- 
munications with said RF port, said RF port being 
arranged to relay communications between said 
mobile unit and said modem. 

26. The method specified in any of the preceding claims 
wherein said step of providing said mobile unit, 
comprises providing a computer having an RF port. 

27. A system for sending and receiving data messages 
to at least one mobile unit, comprising: 

at least one RF port having an RF module for 
sending and receiving data messages to said 
at least one mobile unit using a first RF com- 
munications protocol, having a wired interface 
for sending and receiving data messages using 
a wired communications protocol, and a pro- 
grammed processor for relaying data messag- 
es received on said wired interface using said 
RF communications protocol and for relaying 
data messages received by said RF module us- 
ing said wired communications protocol; and 
at least one cell controller for sending data 



messages to said wired interface of said RF 
port and for receiving data messages from said 
RF port using said wired communications pro- 
tocol. 

5 

28. A system as specified in any of the preceding 
claims, wherein there are provided a plurality of said 
RF ports, and wherein said cell controller Is ar- 
ranged to address said data messages to said RF 

10 ports using said wired communication protocol, 

and/ or wherein preferably said at least one mo- 
bile unit is associated with one of said RF ports, 
and wherein said processor is programmed to 
15 Interpret source address data received in said 

RF communications protocol and for relaying a 
received message using said wired communi- 
cations protocol only if said source address da- 
ta con'esponds to a mobile unit associated with 
20 said RF port, 

and/ or wherein preferably said cell controller 
is arranged to provide messages to said RF 
port comprising mobile unit address data and 
25 message data encapsulated in a data packet 

following said wired communications protocol, 

and/ or wherein preferably said ceil controller 
Is arranged to provide said mobile unit address 
30 data and said message data in said RF com- 

munications protocol encapsulated In said 
wired communications fonnat, 

and/ or wherein preferably said RF port is ar- 
35 ranged to encapsulate messages received by 

said RF module In a data packet using said 
wired communication protocol. 

29. A method for operating a wireless data communl- 
40 cation system having at least one cell controller, at 

least one RF port and at least one mobile unit, com- 
prising sending a first data message for said mobile 
unit from said cell controller to said RF port using a 
wired communication protocol, relaying said first 
45 message in said RF port using an RF communica- 
tion protocol and sending said first message by ra- 
dio signal from said RF port to said mobile unit. 

30. The method specified in any of the preceding claims 
50 wherein there are a plurality of RF ports and where- 
in said mobile unit Is associated with one of said RF 
ports, and wherein said first data message is ad- 
dressed to said RF port associated with said mobile 
unit, 

55 

and/ or wherein preferably sending said first da- 
ta message to said RF port comprises sending 
address data and message data encapsulated 
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in a data packet using said wired communica- 
tions protocol, 

and/ or wherein preferably said encapsulated 
address data and message data is formatted s 
according to said RF communications protocol. 

31. The method specified in any of the preceding 
claims, further comprising sending second data 
message from said mobile unit to said RF port by io 
radio signal using said RF communication protocol, 
and relayting said second data message using said 
wired communication protocol from said RF port to 
said cell controller. 

15 

32. A method for operating a wireless data communi- 
cations system having at least one cell controller, at 
least one RF port and at least one mobile unit, com- 
prising sending a data message by radio signal from 
said mobile unit to said RF port using an RF com- 20 
munications protocol, and relaying said message 
using a wired communication protocol from said RF 
port to said cell controller. 

33. The method specified in any of the preceding claims 25 
wherein said relaying comprises encapsulating said 

RF communications protocol message in a data 
packet using said wired communications protocol. 
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